ATTIVAZIONE AUTENTICAZIONE A 2 FATTORI INEN

PARTE I - SMARTPHONE

Installazione di ENTE AUTH su cellulare
https://ente.iofauth

Download Auth

Available everywhere

’>. Piuy -
m f‘m ;-
4

x Google Authenticator non e' supportata (Non funziona con la 2FA-INFN) x

https://ente.io/auth

Link diretto a ENTE AUTH negli store Android e Apple

GETIT ON [ Download on the

® Google Play | S App Store
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https://ente.io/auth
https://ente.io/auth

Aprire la pagina web
https://mfa.app.infn.it/

e autenticarsi con le credenziali INFN-AAI

Login

INFN

CCR - AAI

Login as

You are authenticated by the web server as
user You may login as this user to
privacylDEA without any further credentials.

https://mfa.app.infn.it/

Q0

Cliccare su "Enroll Token"

© Help about Token

& Enroll Token

total tokens: 7

seriale | Y

TOTPo0092EB2
TOTPOOB4A94E
TOTP02715DCF
TOTP0273EFDF
TOTP027672BA
TOTP0337A45D

TOTP06414513

typee | Y actives descriptione h failcounters rollout statee

totp
totp
totp
totp
totp
totp

totp

enrolled

enrolled
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https://mfa.app.infn.it/
https://mfa.app.infn.it/

Q

iE All tokens

& Enroll Token

O Help about Tokentypes

Enroll a new token

TOTP: Time based One Time Passwords. w

The TOTP token is a time based token. You can paste a secret Key or have the server generate the secret
and scan the QR code with a smartphone app like the privacylDEA Authenticator turning your smartphone
into an authentication device.

Token data

The server will create the OTP key and a QR Code will be displayed to you to be scanned.

OTP length

B A4

Some Authenticator Apps only support an OTP length of 6.

Lasciare le impostazioni di default
e cliccare su "Enroll Token"

Timestep

30

seconds.

Enroll Token
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Aprire l'app ENTE AUTH precedentemente
@ - installata sul cellulare

— bER - MM

Q

i= All tokens

@ Enroll Token

Questo e’ il seme a partire dal quale verra’ generata la OTP. E’
importante che data e ora dello smartphone siano

R S Ll perfettamente sincronizzate, altrimenti le OTP non saranno

Enroll a new token _ _
The token was successfully enrolled with serial numbef TOTP158335AA.

The OTP key v

Hex: seed://

c2c 3155
Baseaz: -

YLD GFKQ

Click here or scan the QR Code, if you want to add the Token to
your smartphone authenticator app.

The QR Code contains the secret key of your token. You need to

. oo 5 protect it. If you are in doubt, that someone else saw it,
Questo numero identifichera’ questa OTP nella app H regenerate the QR Code, when no one else is

su smartphone e sul sito web di gestione delle OTP F¥*S

The token was enrolled, but you still need to verify it before you can use it!

Please enter a valid OTP value of the new token.

Verify Token
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Toccare il segno "+
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Scansiona un codice QR

Toccare su "Scansiona un codice QR" e inquadrare
il codice QR della schermata "Enroll a new token"

Eventualmente concedere a ENTE AUTH il permesso
di utilizzare la macchina fotografica

b

Q

i All tokens

G Enroll Token

© Help about Tokentypes

Enroll a new token

The token was successfully enrolled with serial number TOTP158335AA.

The OTP key >

Click here or scan the QR Code, if you want to add the Token to
your smartphone authenticator app.

The QR Code contains the secret key of your token. You need to
protect it. If you are in doubt, that someone else saw it,
please regenerate the QR Code, when no one else is
watching.

The token was enrolled, but you still need to verify it before you can use it!
Please enter a valid OTP value of the new token. | AT S CE LA i A U EL £ LS TR S a7y

e cliccare su "Verify Token"

Verify Token

La generazione della OTP e’ terminata
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